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stewes36@vt.edu, 

“This assignment was very challenging, 

but a lot of fun too!”



Step 1. Payload to execute ‘./success’ in the victim 
server 

Payload

construct the necessary assembly code 
to perform a system call to start 
executing the “./success” program. 

0000000000400078 <start>:
  400078: 48 c7 c0 3b 00 00 00 mov    $0x3b,%rax
  40007f: 48 8d 3d 10 00 00 00 lea    0x10(%rip),%rdi        # 400096 
<hello>
  400086: 48 c7 c6 00 00 00 00 mov    $0x0,%rsi
  40008d: 48 c7 c2 00 00 00 00 mov    $0x0,%rdx
  400094: 0f 05                syscall 

0000000000400096 <hello>:
  400096: 2e 2f                cs (bad) 
  400098: 73 75                jae    40010f <hello+0x79>
  40009a: 63 63 65             movslq 0x65(%rbx),%esp
  40009d: 73 73                jae    400112 <hello+0x7c>



Step 2. Nop sled

PayloadNOP Sled(0x90…)

1000 bytes of a Uint8Array in JSvar obj = 

new Uint8Array(1000);



Step 3. Heap spraying
Heap low

Heap high

PayloadNOP Sled

PayloadNOP Sled

PayloadNOP Sled

PayloadNOP Sled
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….



Maximizing the Likelihood of attack
Heap low

Heap high

PayloadNOP Sled

PayloadNOP Sled

PayloadNOP Sled

PayloadNOP Sled

PayloadNOP Sled

….
maximize
(infinite?)

maximize minimize

1000 bytes of a Uint8Array



gadgets# allocated
Heapsize

gadgets span Likelihood(%)

20 1.66MB 1000B 0.06

21 1.66MB 290.6KB 0.11

22 1.66MB 292.7KB 0.22

23 1.66MB 312.76KB 0.45

24 1.66MB 319.18KB 0.90

25 1.66MB 319.18KB 1.80

26 1.11MB 319.18KB 5.37

27 1.09MB 483.99KB 10.97

28 1.09MB 514.29KB 21.94

29 1.09MB 704.95KB 42.96

210 1.6MB 1.22MB 59.51

211 2.63MB 2.26MB 72.40

212 4.95MB 4.61MB 77.09

213 9.08MB 8.73MB 83.99

214 17.5MB 17.13MB 87.14

215 35.45MB 35.18MB 86.06

216 71.55MB 71.14MB 85.43

217 142MB 141.75MB 85.85

218 283.3MB 280.95MB 86.74

219 563.65MB 561.85MB 86.53

220 1.11GB 1.11GB 85.96

221 2.22GB 2.21GB 86.05

We expected ~85% 
as a maximum 
success rate

Expectation



Study Result

105 teams (153 students)
in cs2506 class

Most of students achieved the 
attacks and knew the way to 
increase the
Likelihood.



forum.cs.vt.edu We mainly discussed the following 
issues in the cs forum.

- Assembly codes
- Some students didn’t add an ending ‘\0’ to 

the shellcode 

- How to spray out the codes
- They didn’t know how many  

NOP+SHELLCODE instances can touch 
the ./success (over 30,000)

- Team works or not?
- Submission portal issues

- Some assembly codes made zombie 
process in the server

- Javascript codes issues
- Most of them were unfamiliar with JS

- Grading issues



Submission



CS2506 Spring 2018



Spring 2018

Over 160 students, 135 
students (97 teams) 
submitted the final 
versions within the due 
date. The following 
graph show their best 
success rates in this 
term.



Comparison



Grading policy

● Success rate 50/100 - 100% 
● Success rate 20-50 - 90% 
● Success rate 0 < 20 - 80 % 
● Success rate 0 - partial credit not to exceed 40%. (The 

last category would require a code review by the 
responsible TA.)


